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ELECTRONIC SIGNATURES AND RECORDS POLICY 

1. OVERVIEW & PURPOSE 

It is the policy of Spiral Financial, Inc. (the “Company”) to comply with all applicable laws and regulations                  
regarding the use of electronic signatures and records. The Company has implemented this policy to provide                
guidelines for the adoption of electronic signatures and records, including defining the circumstances under              
which electronic signatures and records will be used, accepted, and retained. 

The Electronic Signatures in Global and National Commerce Act (ESIGN), 15 USC § 7001-7006, and the                
Uniform Electronic Transactions Act (UETA) ensure the validity of electronic contracts and the defensibility              
of electronic signatures. The ESIGN gives legal recognition for electronic signatures and records to satisfy the                
“in writing” legal requirements for transactions, including disclosures, and permits organizations to satisfy             
statutory record retention requirements solely using electronic records. ESIGN requires a person’s consent             
to conduct business electronically. The UETA, which was approved as a model law by the National                
Conference of Commissioners on Uniform State Law in 1999, provides the states with a framework for                
determining the legality of an electronic signature in both commercial and government transactions. The              
UETA was adopted in 47 states, the District of Columbia, Puerto Rico and the U.S. Virgin Islands. New York,                   
Washington, and Illinois adopted laws like the UETA. Together, the ESIGN and UETA (and the similar state                 
laws) establish that a signature, contract or other record for a transaction in interstate or foreign commerce                 
cannot be denied validity or enforceability solely because it is in electronic form and a contract for such                  
transaction cannot be denied validity or enforceability solely because an electronic record or electronic              
signature was used to form the contract or record. 

2. SCOPE 

This policy applies to all forms of electronic signatures and electronic records used to conduct official                
business. Official business includes, but is not limited to, electronic communications, transactions,            
procurements, contracts, and other official purposes. The Company accepts electronic signatures, approvals,            
or authorizations required for the purpose of conducting business as legally binding and equivalent to a                
handwritten signature. 

3. KEY DEFINITIONS 

3.1. Approval Authority: for purposes of this policy, means the Chief Operations Executive, Chief             
Executive Officer, or designee.  

3.2. Approved Electronic Signature Method: one that has been approved in accordance with this policy              
and applicable state and federal laws, and which specifies the form of the electronic signature, the                
systems and procedures used with the electronic signature, and the significance of the use of the                
electronic signature. 

3.3. Authentication: the process of securely verifying the identity of an individual applying an electronic              
signature. 

3.4. Electronic: relates to technology having electrical, digital, magnetic, wireless, optical,          
electromagnetic, or similar capabilities. 15 USC § 7006(2) 

3.5. Electronic Record: any record created, used, or stored in a medium other than paper, such as:                
information processing systems, computer equipment and programs, electronic data interchange,          
electronic mail, voice mail, text messages, information in mobile devices. To the extent that              
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facsimile, telex, and/or telecopying and/or former hard copy documents are retained in electronic             
form, through a scanning process, they are also considered electronic records.  15 USC § 7006(4) 

3.6. Electronic signatures or e-signatures: an electronic sound, symbol, or process, attached to or             
logically associated with and executed or adopted by a person with the intent to sign the record. An                  
electronic signature must be attributable (or traceable) to a person who has the intent to sign the                 
record with the use of adequate security and authentication measures that are contained in the               
method of capturing the electronic transaction (e.g., use of personal identification number), and the              
recipient of the transaction must be able to permanently retain an electronic record of the               
transaction at the time of receipt. 15 USC § 7006(5) 

3.7. Transaction: a means an action or set of actions for the conduct of business, consumer, or                
commercial affairs between two or more persons. 15 USC § 7006(13) 

3.8. Record: information that is inscribed in a tangible medium or that is stored in an electronic or other                  
medium and is retrievable in perceivable form. 15 USC § 7006(9) 

3.9. Security Procedure: used to verify that an electronic signature, record, or action is that of a specific                 
person; to determine that the person is authorized to sign the document; and, to detect changes or                 
errors in the information in an electronic record.  

3.10. Wet Signature: a document that is physically marked.  

4. DISCLOSURES REQUIRED BEFORE CUSTOMER CAN CONSENT TO ELECTRONIC RECORDS 

4.1. Company Disclosures Required. Before the Company can consider an electronic record in a consumer              
transaction a writing, the Company will provide the consumer, prior to consenting, with a clear and                
conspicuous statement: 

4.1.1. Informing the consumer of his right to have the record provided or made available on paper or                 
non-electronic form; 

4.1.2. Informing the consumer of his right to withdraw his consent to have records provided or made                
available in electronic form; 

4.1.3. Informing the consumer of the conditions or consequences of withdrawing the consent to have              
the records provided in electronic form, including the termination of the relationship with the              
Company, and the fees the Company charges if the consumer withdraws such consent; 

4.1.4. Informing the consumer of about what electronic records to which the consent applies (a              
particular transaction that gave rise to the record or to categories of records that may be                
provided or made available during the consumer’s relationship with the Company); 

4.1.5. Describing the procedures the consumer must use to withdraw the consent to receive electronic              
records and to update information to communicate with the Company; and 

4.1.6. Informing the consumer of how, after consenting to electronic records, to request a paper copy               
of an electronic record and whether the Company charges a fee for providing paper copies of an                 
electronic record. 

15 USC § 7001(c)(1)(B)(i)-(iv) 

4.2. Consumer Consent Required. The consumer must have affirmatively consented to the use of             
electronic records and not rescinded the consent. 15 USC § 7001(c)(1)(A) 
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4.3. Company Actions. The Company will provide the consumer the disclosures required by section 4.1 of               

this policy, obtain the consumer’s affirmative consent to the use of electronic records required by               
section 4.2 of this policy, and provide the consumer with a statement of the hardware and software                 
requirements for accessing and retaining electronic records. The Company can rely on the consumer’s              
electronic consent to demonstrate that the consumer can access the information or records in              
electronic form. 15 USC § 7001(c)(1)(C) 

4.4. Effect of Customer’s Refusal to Provide Consent or Withdrawal of Consent. If the consumer does not                
consent, the Company may refuse to establish a transaction with the consumer. If the consumer               
withdraws consent, the Company may, but is not obligated to, terminate the relationship or charge a                
fee for providing non-electronic records to the consumer. 15 USC § 7001(c)(1)(B)(i) 

15 USC § 7001(c) 

5. E-SIGNATURE TRANSACTION APPROVAL AND RESPONSIBILITIES 

5.1. Authorized Person Verification. The signing of a record using an approved electronic signature             
method does not mean that the record has been signed by a person authorized to sign or approve                  
that record. The Company will implement procedures used to confirm that the person signing the               
record has the appropriate authority and intent to sign the record. 

5.2. Approval of Electronic Signature Methods by the Approval Authority. The final approval of any              
electronic signature method will be by the approval authority. In determining whether to approve              
an electronic signature method, consideration is given to the systems and procedures associated             
with using that electronic signature, and whether the use of the electronic signature is at least as                 
reliable as the existing method being used. This determination is made by the approval authority               
through the selection of a sufficient electronic signature service and reviewing all electronic             
signatures. If it is determined that a previously approved electronic signature method is no longer               
trustworthy, the approval authority will revoke the approval of that electronic signature method. 

6. RULES & PROCEDURES.  The following requirements pertain to approved electronic signature methods: 

6.1. Specific transactions that may be conducted by electronic means must be identified; 

6.2. The manner and format in which electronic records are created, generated, sent, communicated,             
received, and stored, and the systems established for those purposes must be specified: 

6.2.1. The method must comply with any law or regulation that requires electronic records which              
must be signed by electronic means; 

6.2.2. Specify the type of electronic signature required, the manner and format in which the              
electronic signature must be affixed to the electronic record, and the identity of, or criteria               
that must be met, by any third party used by a person filing a document to facilitate the                  
process. 

6.3. Control processes and procedures implemented assure adequate preservation, disposition, integrity,          
security, confidentiality, and auditability of electronic records; 

6.4. An inventory of all approved electronic signature methods is maintained; and 

6.5. Approval of an electronic signature method must be obtained as follows: An analysis of the nature                
of the transaction or process to determine the level of protection needed and the level of risk that                  
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can be tolerated, which must include: 

6.5.1. A review of technological options and follow commercial trends as appropriate; 

6.5.2. Identifying and documenting any potential costs, quantifiable and unquantifiable, direct and           
indirect, in performing a cost/benefit analysis; and 

6.5.3. Identifying all information relevant to the process. 

6.6. Electronic signatures may be implemented using various methodologies depending on the risks            
associated with the transaction, and all relevant state and federal regulations. Examples of             
transaction risks include fraud, non-repudiation, and financial loss. The quality and security of the              
electronic signature method shall be commensurate with the risk and needed assurance of the              
authenticity of the signer. 

6.7. The electronic signature methodology shall be commensurate to the assurances needed for the risks              
identified. In addition, specifications for recording, documenting, and/or auditing the electronic           
signature as required for non-repudiation and other legal requirements shall also be determined by              
the unit. 

6.8. The Company will adopt security procedures for electronic signatures, electronic transactions, and            
electronic records that are practical, secure, and balance risk and cost. It is not the intent of this                  
policy to eliminate all risk, but to provide a process for undertaking appropriate analysis prior to                
approving the use of electronic signatures, transactions, and records for specific operational            
practices and to determine of those practices conduct an analysis determining when electronic             
signatures can replace wet signatures. 

6.9. The level of security that an electronic signature methodology employs will comply with any state               
and federal regulations. 

7. APPROVED TRANSACTIONS  

All consumer transactions will be conducted by electronic signature unless prohibited by law. 

8. CORPORATE COMPLIANCE POLICIES.  

This policy is subject to the requirements of the Company’s Policy on Corporate Compliance Policies, which 
is incorporated in this Policy by reference. 

9. REVISION HISTORY 

The following chart reflects the version of the policy, the source of the changes, a summary of significant 
changes, who authorized the changes, and when the changes were approved. 

Version Changes By Authorized By Description of Change Date Board Approved 
1   Policy created  
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ELECTRONIC COMMUNICATIONS AGREEMENT AND DISCLOSURE 

Get St EFFECTIVE MARCH 27, 2019arted 
This Electronic Communications Agreement and Disclosure ("Disclosure") applies to all electronic           
communications for the deposit and credit accounts issued to you (each, an “Account," and collectively, the                
“Accounts”) by NBKC Bank, a state bank whose deposits are insured by the Federal Deposit Insurance                
Corporation, with offices at 10700 Nall Ave., Overland Park, KS, 66211 (“Bank”) and the services available                
through spiralbank.com (the "Website") or mobile application ("Mobile App"). 
 
"We", "us", "our", refers to Spiral Financial, Inc., a [Delaware] corporation with offices at 31 Hudson Yards, Fl 11,                   
New York, NY 100001 and Bank. "You" and "your" mean the persons identified on the Account.                
"Communication” or “communications” means any message, correspondence, documents, writings, disclosures,          
or other information we may provide to you electronically for or relating to the Accounts. 
 
The Accounts at Bank are designed for persons who choose to communicate with the Company electronically                
and are able to receive notices and communications exclusively through the Website, the Mobile App or via                 
electronic mail ("e-mail"). 
 

1. Scope of Communications to Be Provided in Electronic Form. When you use a product or service to                 
which this disclosure applies, you agree that any communications will be provided in electronic format, to the                 
extent allowed by law, and we will not send paper communications. You consent to receive electronic                
communications and transactions includes: 

 

a. All legal and regulatory disclosures and communications associated with the Accounts and any related              
products or services; 

b. The legal agreements for all Accounts and any notices about changes in terms; 
c. Privacy policies and notices; 
d. Responses to claims filed with the Accounts; 
e. Notices regarding insufficient funds or negative balances; and 
f. All other communications between us for the Accounts and any related transactions, products or              

services. 
 

2. Method of Providing Communications in Electronic Form. We will provide all communications in             
electronic form either (a) by email; (2) by access to the Website, or (3) through the Mobile App. 

 

3. How to Withdraw Consent. You may withdraw consent to receive communications in electronic form by               
notifying us at www.spiralbank.com. If you withdraw your consent, we will send you a notice informing you that                  
we are closing your deposit account, provide the last day and time we will pay and return items presented                   
against the deposit account for payment, and send you the collected balance in your deposit in accordance with                  
the terms of the deposit account agreement for the Account. We may close your lending accounts. If we decide                   
to close the lending accounts, we will send you a notice and advise you of the last date and time we will advance                       
or extend credit on your behalf and when and how payments will be due. The legal validity and enforceability of                    
our prior electronic communications are not affected if you withdraw consent to electronic delivery of               
communications. 

 

4. Consequences of Withdrawing Consent. If you do not agree to receive all communications described              
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herein in electronic form, you may not open an Account with us. If you withdraw your consent after providing                   
consent to delivery and receipt of electronic communications, we may close your Account and terminate your                
relationship with us. 

 
5. How to Update Records. You will need to provide us with valid, accurate and complete email address,                 

mobile and residential telephone numbers (if you have a residential telephone), contact, and other information               
for any electronic communications and promptly update any changes in this information. You can update such                
information (e.g., e-mail address) via the Mobile App or by logging into your account on www.spiralbank.com.                
Your timely and complete notification to us of your latest contact information will allow us to send                 
communications to you, otherwise we will send communications at the last known e-mail address you provided                
to us. 
 

6. Hardware and Software Requirements. In order to access, view, and retain electronic communications             
that we make available, you must have an Apple iPhone running iOS version 13.0 or higher. We will update these                    
requirements as necessary to preserve the ability to receive electronic communications and notify you if there is                 
a substantial change in these requirements. 

 

7. Requesting Paper Copies. We will not send paper copies of any communication; however, you may               
obtain a paper copy of any electronic communication by printing it from the Web Site or Mobile App. 

 

8. Electronic Communications Are Writings. All communications in electronic form from us to you are              
considered "in writing." You may want to print or download a copy of this disclosure and any other electronic                   
communications. We will maintain electronic copies of all records of your Accounts with us according to our                 
record retention policy. 
 

9. Federal Law. You acknowledge that consent to electronic communications is being provided for a              
transaction affecting interstate commerce that is subject to the federal Electronic Signatures in Global and               
National Commerce Act (the "ESIGN Act") and that you and we both intend that the ESIGN Act applies to all                    
transactions between us. 
 

10. Termination/Changes. We may discontinue the provision of electronic communications or terminate or            
change the terms and conditions upon which electronic communications are provided, but we will provide you                
with notice of any such termination or change. 
 

11. Consent. By checking "I agree to use electronic records and signatures": (a) you adopt the checkmark as                 
your electronic signature, (b) you give us your affirmative consent to receive electronic communications, (c) you                
acknowledge that your computer satisfies the hardware and software requirements in paragraph 6, and (d) you                
have provided us with your current email address to which we can send you electronic communications. 
 

• I agree to use electronic records and signatures 

Continue 
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